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ABSTRACT

Unexpected disasters, both naturally occur-
ring and those caused through human actions,
result in severe damage to communication infra-
structure. Additionally, such events are accom-
panied by sharp spikes in the usage of
commercially licensed spectrum, when affected
victims of the tragedy attempt to transmit infor-
mation about themselves and capture high band-
width data in the form of pictures and videos.
We envisage cognitive radio as a candidate solu-
tion in such situations, where the devices can
identify alternate frequency bands, and oppor-
tunistically use them. In this article, we describe
a network architecture called EC-CRVN com-
posed of CR enabled vehicles that provide criti-
cal wireless connectivity to both the general
public and emergency responders. We discuss
the application scenarios and salient features of
the EC-CRVN. We describe the existing state of
the art, the research challenges involved in real-
izing them, and a new approach of spectrum
sensing using moving vehicles that reduces errors
without adding to communication overhead.

INTRODUCTION

Events like earthquakes, tsunamis, and large-
scale man-made disasters pose unforeseen chal-
lenges through serious spectrum and traffic
jamming, which is caused not only by lack of
network devices but also by sharp increases in
bandwidth usage that overwhelm the transmis-
sion capabilities of the network. For example,
after the devastation caused in the United States
during Hurricane Katrina in 2005, and the Earth-
quake in the Sichuan Province of China in 2008,
mobile phone calls shot up by as much as 80
times the expected number. Due to the lack of
spectrum availability caused by the dramatic
spike in traffic load, no communications could
be established at all in both the above cases for
a large extent of time [1].

We envision emergency communication
through a cognitive radio vehicular network (EC-
CRVN), which will serve as the backbone for

essential communications following a disaster. In
the scenario shown in Fig. 1, the emergency
response network senses the wireless spectrum,
possibly licensed by other operators (to whom
we refer as primary users, PUs), and identify
portions of frequencies that are currently
unused. This spectrum can enable high band-
width communication outside of the regular cel-
lular service bands. The cognitive radio enabled
vehicles (CRVs) that form this network can for-
ward data among themselves, forming a mobile
backhaul network, or they may connect with
roadside base stations (BSs) for offloading the
traffic. Roadside BSs may also help obtain spec-
trum usage information in the neighborhood by
accessing centralized Federal Communications
Commission (FCC) mandated spectrum databas-
es. The CRVs perform the role of relays for the
general public, forwarding their data to the
Internet by using the spectrum bands that are
identified to be free, as shown in Fig. 1 as for-
warded traffic. When disasters occur, emergency
personnel rush to the scene, and require an
accurate assessment of the extent of the damage.
The vehicles and BSs may serve as information
repositories in these cases. Users can flag data
that is permitted for use by emergency respon-
ders, which may include short video clips,
images, and texts. This flagged information can
be transmitted as high priority, allowing the
emergency responders to anticipate the damage
and prepare for assistance before arriving at the
scene.

Motivation for using vehicles: In post-disaster
scenarios, compared to buildings and BS towers,
vehicles can be quickly driven into the affected
areas. Most disaster response agencies already
have a fleet of vehicles that can be leveraged for
building such a mobile communication back-
bone. The U.S. National Highway Traffic Safety
Administration (NHTSA) is currently working
on regulations that will enforce all new cars to
have the capability of vehicle-to-vehicle commu-
nication. The use of localized radios on vehicles
does not require that infrastructural changes be
made to the handsets of the general public. In
addition, vehicular networks provide bypasses
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Figure 1. Architecture of EC-CRVN.

for the infrastructure-based network and hence
relieve network congestion.

Motivation for cognitive radio: CR allows
unused spectrum in diverse bands to be identi-
fied, including TV bands in ultra high frequency
(UHF) that have better propagation characteris-
tics. For this, the radio must periodically under-
take accurate spectrum sensing, as the PUs have
priority to transmit in the licensed spectrum
bands. CR enables various spectrum sensing
approaches, including cooperative and spectrum-
database-assisted sensing that involves sharing
information with external devices. This helps in
reducing the possibility of errors but introduces
additional overhead for transmitting control
messages over the air. Moreover, CR radios can
dynamically configure themselves such that they
can interoperate with consumer mobile devices
as needed.

The EC-CRVN architecture must operate
under the following features:

Dynamic network formation: Networks
should be formed quickly and dynamically in a
large area. The locations of CRVs must be cho-
sen such that they form a connected backbone,
but are also able to sense the spectrum availabil-
ity in the region.

QoS support: To provide real-time video and
audio communication for the rescue team, the
network should provide high levels of uninter-
rupted channel access time and meet QoS
requirements through optimal bandwidth alloca-
tion. Moreover, since the network supports both
emergency personnel and the public, appropriate
levels of priority must be accorded.

Licensed user protection: Leveraging licensed
frequencies requires precise spectrum sensing.
The CRVs must select channels such that high-
priority users remain unaffected.

Infrastructure reliance: Network formation
and spectrum sensing must rely on limited sup-
port from external nodes and existing infra-
structure. The control overhead of interacting
with the external infrastructure must be quanti-
fied.

Energy efficiency: Although vehicles are not
typically energy constrained, disaster scenarios

introduce challenges of extended refueling inter-
vals. Thus ,devices (and hence car battery and
fuel) must be used sparingly as far as possible.
The remainder of this article is organized as
follows. First, we present the features of the pro-
posed EC-CRVN and survey the current state of
the art. Next, we describe a novel approach of
sensing. We then describe the research chal-
lenges of the area, and finally, we conclude.

CHARACTERISTICS OF EC-CRVN

In this section, we discuss key features of the
EC-CRVN that make it suitable for emergency
response.

MoBILITY

The mobility of the CRVs that form the network
helps quickly reinstate wireless connectivity.
However, this feature also gives rise to time vari-
ant channels. When the path of movement
involves high-rise buildings (downtown areas)
and open stretches (bridges), the channel
changes are hard to predict. Routing becomes a
concern at the higher layer of the protocol stack
as forwarding nodes themselves may be in
motion, giving rise to highly dynamic topologies.
When spectrum sensing is undertaken during
motion, the number of samples used to make
inferences must be carefully decided. Non-intu-
itively, fewer samples may give better results in
an area surrounded by structures as they capture
a minimal amount of multi-path reflections that
distort the signal.

Mobility enables extreme functionalities,
where the vehicles may serve as data mules.
Such CRVs collect data from user devices and
must physically be driven to the nearest BS,
shown by the motion path in Fig. 1. However, if
the infrastructure damage is so severe that none
of the BSs exist or no vacant spectrum is avail-
able for long-range transmission, the data mule
functionality reduces multihop routing overhead.
Also, emergency vehicles need not continuously
move throughout the region, but only arrive at
critical junctions for picking up the data from
the mules.
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The responding per-
sonnel and rescue
activities demand
delivery guarantees,
bandwidth reserva-
tion, delay con-
straints, or other
forms of QoS sup-
port, while public
communication
places less stringent
demands on
resources. Thus, the
network needs to
differentiate
between these two
types of services.

MIXED DECISION ENVIRONMENT

The EC-CRVN operates in an environment that
combines human input (in terms of feedback
from users and decisions of operators) with
device capabilities (sensing accuracy, battery
level, etc.). This cross-platform framework
involves close interplay between decisions made
at two different human and cyber levels. Thus,
any optimization undertaken in isolation at either
end may not yield the globally preferred solution.
For example, large user clusters may be concen-
trated in areas of completely occupied spectrum.
In such a case, it may be better for the CRV to
move toward more open spectrum areas and
gather less data, which can potentially be trans-
mitted with minimal delays, as shown in Fig. 1.
We believe that the EC-CRVN must estab-
lish:
* Functionalities that may be fully operated
by the devices themselves
* Functionalities that can be totally left to the
discretion of the human operators/users
* Functionalities that need to interplay with
each other
Devices may themselves raise alerts that
propagate back to the user level for timely inter-
vention and high-level policy guidance. For
example, the responding personnel can chart out
broad areas of traversal and identify a minimum
subset of points that must be covered by the EC-
CRVN. However, the order of traversal of these
critical points, the specific path chosen, the
velocity, and so forth can be left to the algo-
rithms within the CRV based on the spectrum
availability changes with time.

POST-DISASTER STAGES AND
COMPATIBILITY WITH INFRASTRUCTURES

After a major catastrophe like an earthquake or
tsunami, rescue work can be divided into three
stages. The first stage that immediately follows
the catastrophe is self-rescue, where victims
escape from immediate life threatening danger,
and communicate their state with family and
friends. In this stage, CRVs must support the
spike in bandwidth usage originating from the
affected public users. The transition from com-
munications support from users to emergency
response personnel follows in the second stage,
called assisted rescue, shown in Fig. 1. Here, the
information may need to be transmitted over
multihop networks to the responding personnel,
wherein high-priority data is identified and sent
before private communication. In the last stage,
called re-building, the CRVs may perform other
tasks such as serving as stationary cellular towers,
assisting physical rescue operations, and directing
the flow of traffic through the affected areas.

REVIEW OF CRVS IN
DISASTER RECOVERY

In this section, we review the published results
and major advances in the area of using CRVs
for disaster recovery. We identify the major
thrusts targeted in these works, and list the cor-
responding solutions in Table 1.

NETWORK FORMATION

In the first stage of a major disaster, the most
important task of the EC-CRVN is to create a
wireless network in seconds. In this broad thrust,
we focus on data forwarding protocols that allow
data packets to be transmitted within strict
latency bounds and other quality of service
(QoS) requirements to the end destination. This
is especially complex, due to the mobility of the
vehicles and the rapidly changing channel condi-
tions.

Channel Condition — Inspired by traditional
wireless routing protocols, a method is proposed
in [2] for a node to select the next hop as a relay
with the best channel condition, called CoRoute.
In this approach, each vehicle estimates the
expected transmission time (ETT) between other
adjacent vehicles. It then chooses to forward the
packet to the specific next hop that has the mini-
mum ETT. Instead of end-to-end ETTs, vehicles
use the ETT of a two-hop path, which suits high
mobility scenarios better. This approach also
ensures that a globally optimal result is achieved.
However, CoRoute cannot provide long-distance
multihop routing due to the limitations of the
two-hop estimation and the possibility of high
mobility within the vehicular network.

Mobility Awareness — A different approach
that focuses on the highly mobile nature of the
CRYV network is proposed in [3], called expected
path duration maximized routing (EPDM-R).
The authors assume that the quality of every link
is perfect; thus, network topology is influenced
only as a result of vehicular mobility and the
available channels. This approach estimates the
relative distance, relative speed, path duration by
a freeway mobility model, and PU behavior
model. Finally, the work focuses on finding a
route that maximizes end-to-end path duration
to provide reliable routing even in scenarios of
high mobility. A possible limitation of EPDM-R
is that it neglects channel conditions, which
influences the ability of the channel to deliver
packets reliably.

Although routing protocols considering vehic-
ular network and cognitive radio network archi-
tectures are well developed separately, the
research on data forwarding strategies especially
devised for CRVs are limited.

QUALITY OF SERVICE

Post-disaster communication involves providing
communication service for public users and
emergency responders. The responding person-
nel and rescue activities demand delivery guar-
antees, bandwidth reservation, delay constraints,
or other forms of QoS support, while public
communication places less stringent demands on
resources. Thus, the network needs to differenti-
ate between these two types of services. More-
over, the level of QoS must be carefully decided
such that the network can realistically support
these needs.

Throughput Maximization — The burst of
user bandwidth requirement necessitates an
immediate focus on throughput maximization.
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Network formation

Quality of service

Licensed user protection

Challenge Char_n?el Mobility Thr9u9hp_ut Su[._)p_()_rt Fairness Sensing Stationary
condition awareness maximization flexibility accuracy sensors
CoRoute [2] v v
EPDM-R [3] v
CALS-CVN [4] v
DCV [5] v
OCAM-CVN [6] v v
EQ-MAC [7] v v
OSA-CVN [8] v
CRA-MC [9] v
BP-on-HW [10]
Cog-V2V [11]
SDA-CVN [12]
SD+CS [13]
IASC [14] v
Table 1. State of the art for post-disaster CRV communication networks.
This can be undertaken at each layer of the pro- ple provision may soon become inadequate in
tocol stack, from the physical layer up to the high-density regions. Recent research indicates
transport layer. Cooperative relaying for CRVs that QoS cannot be satisfied by merely reserving
is proposed in [4] as a candidate solution. This existing channels in CRVs [7].
scheme relies on an overhearing node to repeat An approach called DCV is proposed in [5],
the transmission, thereby reducing the bit error which allows data delivery guarantees within
rate significantly. The scheduling is done in such CRYVs. To provide such a guarantee, DCV not
a way that multiple nodes transmit simultaneous- only reserves a dedicated channel for safety mes-
ly within the network. The approach creates a sages, but also dynamically identifies and allo-
3D cooperative conflict graph, formulates an cates external spectrum (so-called whitespace)
optimization problem for identifying the best for them. This approach is further extended in
subset of links that may be active at a given time [6] by including thresholds such as packet loss
for maximum throughput, and then solves the probability and average delay. Three compo-
resulting relaxed optimization problem. This nents, queue-aware opportunistic access to
approach demonstrates that CR provides more shared-use channels, reservation of bandwidth in
opportunities for nodes to cooperate and sched- the exclusive-use channel, and cluster size con-
ule links across a wide spectrum range. Howev- trol, are implemented here to achieve these
er, how to achieve a high level of coordination objectives.
among relays in mobile scenarios remains an
open problem. QoS Flexibility — The concept of QoS needs to
be appropriately defined for various levels of
QoS Support — Vehicular networks can inher- emergency communications. For example, com-
ently provide some degree of QoS by using a munication involving life-threatening rescue
separate spectrum band that is not impacted by work deserves the highest bandwidth, and that
congestion in the regular WiFi and cellular involving coordination among vehicles enabling
channels. A block of 75 MHz of dedicated short- distribution of disaster relief material needs
range communications (DSRC) spectrum in the reduced QoS support. To fulfill this require-
5.9 GHz band is allocated by the FCC for vehi- ment, a dynamic channel allocation algorithm
cle-to-vehicle and infrastructure-to-vehicle com- and a set of special control messages are formu-
munication. This allocated bandwidth is further lated in [7].
divided into seven channels, one control channel
(CCH) and six service channels (SCHs). This Fairness — The general public, who also require
allows safety messages to propagate on the CCH, EC-CRVN assistance for establishing connec-
thereby avoiding congestion if the SCHs are tions, must be able to communicate, although at
overwhelmed with user data. However, this sim- much reduced requirements. These users may be
IEEE Communications Magazine ¢ October 2014 71
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The success of the
EC-CRVN relies on
identifying alternate
spectrum, which
may belong in
licensed channels.
While opportunistic
use of the spectrum
can assist in emer-
gency operations,
barring any prior
permissions, the use
of such licensed fre-
quencies should not
degrade PU recep-
tion.

accommodated in a contention-based access
method that allows the support of a large num-
ber of requests per channel. However, CRVs
that participate in the data forwarding process
should guarantee an acceptable level of fairness
that prohibits a single user from grabbing all the
channel resources.

Methods involving max-min approaches rely
on maximizing the minimum throughput among
nodes. Such methods may provide the highest
level of fairness, but severely impact the overall
efficiency of the network. A cooperative resource
allocation with QoS support based on Nash-bar-
gaining is developed in [9]. This method achieves
a trade-off between the overall throughput and
fairness between cells by allocating resources in
a weighted fair manner. The approach is to favor
cells with severe traffic jams or high incidences
of emergency requests. Reference [8] conducted
an investigation on the fairness problem by prov-
ing the existence of a Nash equilibrium of the
CRYV network engaged in distributed oppor-
tunistic spectrum access. The Nash equilibrium
is an key concept in classical game theory, and
describes a scenario where all players in a non-
cooperative game achieve their best possible
result by choosing the equilibrium condition, and
there is no incentive for unilateral deviation
from this optimal point. By achieving the Nash-
equilibrium, the CRV network can work with
the highest possible efficiency and guarantee
fairness.

LICENSED USER PROTECTION

The success of the EC-CRVN relies on identify-
ing alternate spectrum, which may belong in
licensed channels. While opportunistic use of the
spectrum can assist in emergency operations,
barring any prior permissions, the use of such
licensed frequencies should not degrade PU
reception. To ensure an accurate understanding
when a licensed channel is being used, current
approaches can be classified into three cate-
gories: sensing-based, database-based [12], and
mixed use [13].

Sensing Accuracy — The most straightforward
approach is to perform spectrum sensing locally
within each CRV. Various techniques have been
studied for local sensing, such as energy detec-
tion (using the level of the detected signal
strength) and feature detection (using recurring
patterns to detect the presence of a specific type
of signal). However, simple local sensing can be
severely impacted in high mobility scenarios,
especially if the route passes amid tall structures.

A different approach based on commercially

maintained spectrum databases has been pro-

posed by the FCC for the TV whitespace, which

stores spatio-temporal spectrum information. A

CR node queries the spectrum database to

acquire a list of available channels before trans-

mitting on them. However, the database-based
solutions may not be most suitable in disaster
scenarios for the following reasons:

* The destroyed PU infrastructure may create
additional spectrum holes, which are not
updated within the database.

¢ In post-disaster scenarios, CRVs may expe-
rience difficulty in accessing the database.

Moreover, even if vehicles can access the

database, the multiple queries (e.g., once

every 60 s) add overhead to the existing
spectrum congestion.

One way to enhance the spectrum sensing
results is to undertake cooperative sensing,
which collects more spectrum signal samples
from multiple viewpoints. The concern here is
the extent of information that must be shared
between vehicles, and the best way to aggregate
the information that comes in. A solution based
on belief propagation in collaborative spectrum
sensing is given in [10]. Here, each vehicle shares
information about the belief of the existence of
PUs with its neighbors. Following this step, each
of the vehicles that receive the information com-
bine the others’ belief with its local sensing
result to enhance the correctness of the sensing
decision. A more comprehensive solution is pro-
posed in [11]. In this work, first, a local spectrum
availability database is created in each vehicle.
The spectrum availability for each channel,
including the sensing samples, is shared among
neighbors. Finally, the information aggregation
is done by a weighted majority decision process.
This work also stresses the importance of pre-
dicting the traveling path and acquiring future
spectrum information in advance.

Stationary Sensors — Classical wireless sen-
sors may be deployed around the path or
dropped after a disaster event. These sensors
can gather spectrum usage data to create spec-
trum maps that give the geographical hot spots
where the highest data transfer rates may be
possible. This spectrum map can be used to
design the movement paths of the CRVs. Energy
efficiency for sensor operation is a key concern,
and one way to solve this problem is to create
portions of the map on demand. Thus, based on
the movement choices of the CRV, sensors in
the predicted area of motion can be activated,
leading to step-by-step formation of the spec-
trum map.

The work described in [14] combined cooper-
ative sensing and standalone sensing through
wireless sensor networks. The resulting
approach, which we describe as the information-
adaptive sensing coordination (IASC) frame-
work, moves away from traditional centralized
sensing. Here, CRVs can use channels without a
centralized decision maker, and can choose to
appropriately weight the sensing results from
multiple sources.

ENHANCING SPECTRUM SENSING

Spectrum sensing via cooperative information
sharing or accessing spectrum databases con-
tributes to overhead on an already stressed com-
munication infrastructure. Moreover, reaching
the database through backhaul connectivity may
become impossible in areas suffering extensive
traffic jams. For example, in [10] vehicles use
spatial correlation, which requires the PU loca-
tions to be consistent in space.

Instead of spatial and temporal correlation,
we explore signal correlation across different
bands to improve the estimation of channel
occupancy. The central idea is that if the PUs
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are co-located with other transmitters, such as
cellular BSs that issue regular beacons, portions
of the road in which the CRVs move may exhib-
it similar signal propagation characteristics.
Both sets of transmitted signals (from the PUs
and the cellular BS) experience a common set
of reflections from the structures in their path,
up to the reception point on the road. A vehi-
cle in Fig. 2 travels in the North-South direc-
tion. It detects similar fluctuation of signals
from PU 1, say a TV transmitter, and signals
from the 2G tower, which transmit in complete-
ly different spectrum bands. This is because the
dominant paths of the 2G and TV signals expe-
rience similar attenuation and multipath effects.
When the vehicle moves out of the solid circle
into the dashed circle, it will detect different
patterns from 2G and the signals in the TV
band from PU 2 due to different paths these
signals have traversed. When signal correlation
appears, the vehicle can rely on local sensing
data. Otherwise, the vehicle has to query the
database to guarantee accuracy. Note that we
utilize the beacons from the 2G towers, which
are sent regularly from the BS and remain
unaffected by heavy traffic load in post-disaster
scenarios.

Sensing errors can be caused by false alarm
or missed detection. Both cases arise when the
received signal strength exhibits sudden fluctua-
tions that can be misinterpreted by the CRV.
For example, if the net received signal strength
indication (RSSI) of the PU falls below a thresh-
old due to destructive interference of multiple
reflected copies of the signal, the CRV may mis-
takenly interpret the spectrum as available. We
propose a two-stage sensing mechanism, where a
second verification may be undertaken at those
locations that exhibit a high level of correlation
between the PU spectrum and the 2G bands. If
the spectrum sensing result indicates the absence
of a PU, at these specific locations the CRV also
checks for the beacon signals in the 2G spectrum
bands. If these beacons are also not correctly
detected, it implies that the same multipath-
induced effects that impact the expected beacons
may also be a cause of sensing errors.

In post-disaster scenarios, the amount of sig-
nal correlation is expected in more spots since
structures tend to survive together. In an experi-
mental study conducted in the urban Boston
area, we examined the number of points in which
the 2G signal showed strong correlations with
TV channels. Results revealed in some certain
spots, correlation can be as high as 80-95 per-
cent [15], which indicates the viability of this
approach.

We conducted simulation trials to identify
how much benefit is attained by utilizing signal
correlation. We consider the case where a PU
may stochastically start and end its transmission.
CRVs travel through a PU’s coverage region and
sense the spectrum to determine whether the
channel is occupied. We consider three basic
sensing methods: energy detection (in which the
PU is identified to be present when the RSSI is
above a threshold), belief propagation (through
exchange of belief information among 15 vehi-
cles next to each other), and a signal-correlation-
based approach. The 2G channel (with always
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Figure 2. Illustration of the PU and 2G signal correlation that occurs at

selected locations in the CRV’s path.

on beacons) and TV channel (PU present occa-
sionally) exhibit varying levels of correlation
from 40 to 85 percent. Vehicles sense the chan-
nel for 22 pus and make decisions based on the
samples taken.

Figure 3 presents the simulation results. All
spectrum sensing experiences high sensing error
rates when vehicles move fast, as vehicles can
take only a few samples at a given place. When
speed goes up to 20 m/s, the energy detection
method suffers from very high sensing error rate
and is not much better than random estimation.
The belief propagation approach leverages sens-
ing data from other vehicles, through which the
effect of noise and stochastic fading can be miti-
gated. However, in high-speed cases, the
improvements remain limited. On the other side,
the signal-correlation-based approach described
above is able to cut the sensing error rate in
half.

Thus, exploiting spectrum measurements
from different frequency bands to improve sens-
ing accuracy in a given licensed band without
overheads of communicating with other network
devices is a viable approach in emergency events.

RESEARCH CHALLENGES

The EC-CRVN mitigates congestion and reduces
information access delay for affected users by
providing them with a means to communicate
right after a disaster that wipes out most of the
conventional modes of connectivity. However,
significant challenges remain in this domain.
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Figure 3. Performance enhancement with the signal correlation approach.

IMPACT OF LATENCY

There are multiple points of latency that can
impact the CRV operation, as described below.

Congestion at the BS: The BS serves as the
entry/exit point of communications between the
affected area (via the CRV) and the external
world. Thus, the BS may become a bottleneck if
multiple CRVs attempt to communicate within a
narrow window of time.

Number of hops: When CRVs create a multi-
hop forwarding network to emergency providers,
each hop contributes to a finite delay. The length
of the chain must be carefully controlled with
respect to QoS requirements. On the other
hand, fewer CRVs may result in large gaps,
causing disconnection.

Data mules: Data mules gather data from
users and carry it through CRVs’ motion toward
the desination when communication cannot be
established with a roadside BS. However, the
physical movement of data mules, especially over
damaged roads, can be impaired, leading to
large time gaps between successive data down-
loads.

There can be various approaches to mitigate
delay. There must be a distributed priority
mechanism among the CRVs for accessing the
BS based on the information content, location,
and spectrum usage capability, among others. A
joint cyber-physical network paradigm may be
explored that combines the physical limits of
transportation with the cyber aspect of process-
ing and communication. Content-aware commu-
nication is a potential way to determine the
velocity and routes of data mules.

NEED FOR ROUTING

Although several routing protocols have been
proposed separately for CR networks and vehic-
ular networks, CRV network research is still in
its infancy. Typically, in routing protocols for CR
networks, the impact of mobility is generally
underestimated. Similarly, solutions that work

well for vehicular networks do not incorporate
the effects of spectrum unavailability. Thus, the
EC-CRVN requires robust routing protocols
that jointly incorporate mobility and spectrum
sensing/switching functions.

CONTROL CHANNEL SATURATION

While the TV white space is often leveraged in
CR, existing vehicular networks use the DSRC
band centered at 5.9 GHz, which also allows a
common control channel. This channel is heavi-
ly used for supporting tasks of spectrum shar-
ing, frequency switching, and passing safety
messages. However, this common control chan-
nel can easily be saturated in situations where
vehicle densities are high, or when there is a
sudden burst of control messages. With a heavi-
ly congested control channel, QoS becomes dif-
ficult as essential packets can no longer be
communicated.

Current research efforts have explored elim-
inating an exclusive common channel, instead
mixing the controlling and data signaling on
multiple different channels. However, how to
ensure that vehicles are able to listen on differ-
ent channels at the same time with a limited
number of radio interfaces is an open chal-
lenge.

COOPERATIVE SENSING OVERHEAD

Cooperative sensing improves over standalone
sensing in accuracy. However, this introduces
large communication overhead that can adverse-
ly impact the spectrum scarcity problem.

In the belief propagation scheme in [10], the
authors provide reasoning on how separate
belief information exchanging causes lower
latency and results in lower channel utilization.

Whether all samples must be exchanged or
just the binary results is an open area of research
[11]. Improved local spectrum sensing, compared
to cooperative sensing, may be needed to achieve
higher channel efficiency in emergency events.

CONCLUSIONS AND
FUTURE DIRECTIONS

In this article, we have described a network
architecture for disaster scenarios using CRVs
that serve both the general public as well as
emergency personnel. We have explored ways to
improve local spectrum sensing without con-
tributing to additional overhead. Going beyond
the discussions in this article, we envision a
future with a prediction-actuation loop that will
make intelligent use of spectrum by:
1.Mining data from various different feeds
and sources to predict locations prone to
large-scale disasters and allocating spec-
trum in advance in those areas
2.Using CRV technology as a reactive
approach once such a tragic event occurs
While existing solutions are largely focused on 2,
further investigations through joint considera-
tions of communication needs, economics, and
policy are needed to devise viable methods for
the predictive approach in 1.
An interesting aspect is developing a spec-
trum sense akin to civic sense, where the general
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public would be encouraged to conserve spec-
trum through cooperative transmissions, or
proactively move to pre-identified locations for
their personal communication during emergen-
cy events. Thus, personal responsibility in spec-
trum utilization will ensure that the critical
communication needs of the first responders
remain unaffected. We believe that only
through a synergistic approach that couples
social behavior and technology can a suitable
framework for disaster-resilient communica-
tions be created.
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