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5G and beyond cellular systems embrace the disaggregation of Radio Access Network (RAN) components,
exemplified by the evolution of the fronthaul (FH) connection between cellular baseband and radio unit
equipment. Crucially, synchronization over the FH is pivotal for reliable 5G services. In recent years, there has
been a push to move these links to an Ethernet-based packet network topology, leveraging existing standards
and ongoing research for Time-Sensitive Networking (TSN). However, TSN standards, such as Precision Time
Protocol (PTP), focus on performance with little to no concern for security. This increases the exposure of the
open FH to security risks. Attacks targeting synchronization mechanisms pose significant threats, potentially
disrupting 5G networks and impairing connectivity.
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In this article, we demonstrate the impact of successful spoofing and replay attacks against PTP synchro-
nization. We show how a spoofing attack is able to cause a production-ready O-RAN and 5G-compliant private
cellular base station to catastrophically fail within 2 seconds of the attack, necessitating manual intervention
to restore full network operations. To counter this, we design a Machine Learning (ML)-based monitoring
solution capable of detecting various malicious attacks with over 97.5% accuracy.

CCS Concepts: • Security and privacy→Mobile and wireless security; Intrusion detection systems;
Distributed systems security

Additional Key Words and Phrases: ORAN, PTP, ML, open fronthaul S-plane, security
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1 Introduction
Recent advancements in 5G and beyond have focused on disaggregating the Next Generation
Node Base (gNB) and core networks, leading to the evolution of more open and modular systems.
As a result, the fronthaul (FH) has emerged as a critical component, enabling the separation of
radio elements from baseband processing. Disaggregated FH deployments were originally based on
the Common Public Radio Interface (CPRI). While CPRI facilitated high-speed, centralized
processing of radio signals, it lacked built-in security measures due to its design for single-vendor,
co-located deployments [53]. The subsequent enhanced CPRI (eCPRI) introduced some security
improvements, but significant gaps remain, particularly in synchronization [13].The eCPRI-based O-
RAN ALLIANCE’s open FH now connects disaggregated components from multiple vendors, often
using switched Ethernet topologies [19, 41]. While Ethernet’s flexibility supports diverse traffic
types, it also exposes the FH to threats, as demonstrated by potential attacks on interconnected
devices [8, 10, 15, 23, 50]. These attacks can disrupt synchronization and cause outages. For example,
as shown in Figure 1, an attacker that gains access to the FH network can carry out spoofing attacks
that cause synchronization drift, resulting in a reduction in throughput and eventually a complete
crash of the base station. Although there are ongoing efforts by industry, government, and academia
to address these security gaps [8, 11, 21, 38, 42, 53], no comprehensive standards for securing the
FH have yet been established.

The open FH relies on precise timing through the Synchronization Plane (S-plane) to perform
critical operations like OFDM synchronization, carrier aggregation, and handovers, which require
time accuracy within tight margins [30, 35]. This synchronization depends on the Precision Time
Protocol (PTP), which, like the FH, was initially developed without any security mechanisms [49].
While recent updates to the PTP standard include additional security features [2, Annex P], these
have not been widely implemented in Open Radio Access Network (Open RAN) environments,
leaving vulnerabilities that attackers could exploit.
Motivation and Scope. Security is critical for the success and widespread adoption of any

system, and Open RAN has been criticized for lacking robust security mechanisms. In response,
the O-RAN ALLIANCE established WG11 [38] to define a security framework, including zero-trust
architectures [3], procedures, and defense mechanisms essential for Open RAN’s success [21].
While WG11 acknowledges that attacks on the S-plane can have a high impact, they consider
the likelihood low due to the perceived sophistication required by an attacker [40]. However, a
significant gap remains in analyzing security risks and proposing solutions for the open FH S-plane
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Fig. 1. The open fronthaul employs PTP to synchronize the master clock with distributed base station
components over a switched network. In this scenario, an attacker compromises a device on the network
and, at time A, initiates a Spoofing Attack. This leads to gradual synchronization drift (B), first degrading
performance (C), and then causing the base station to crash at time D.

in production-grade Open RAN environments. Many researchers lack access to realistic over-the-air
systems for testing and validating both attacks and countermeasures. To address this, we developed
a Digital Twin system that replicates our production-ready FH network environment, enabling
rapid experimentation and analysis.
In this article, we aim to: (i) confirm the high impact of PTP attacks in a production-ready,

5G and O-RAN-compliant private cellular network; (ii) demonstrate that these attacks require
relatively low sophistication to execute successfully; (iii) provide a Digital Twin framework for
further analysis of attacks and development of solutions; and (iv) develop and evaluate detection
mechanisms, showing that our Machine Learning (ML) model can effectively identify malicious
PTP attacks with over 97.5% accuracy across diverse environments.
Contributions. Based on this motivation, we propose TIMESAFE: Timing Interruption Mon-

itoring and Security Assessment for Fronthaul Environments, a comprehensive framework for
assessing the impact and likelihood of attacks against PTP in the FH of Open RAN and 5G networks.
TIMESAFE utilizes machine learning to enhance monitoring and provide highly accurate attack
detection. The main contributions of our work include:

— Experimental Analysis:We conduct the first experimental analysis of the impact of tim-
ing attacks in a production-ready private cellular network (see Table 2), following O-RAN
ALLIANCE procedures [39]. Our findings reveal that these attacks can lead to catastrophic
outages of the gNB, highlighting critical vulnerabilities in PTP synchronization mechanisms.

—Attack Demonstration:We show that timing attacks on PTP in the FH S-plane are straight-
forward and require minimal sophistication, countering the belief that such attacks are highly
complex.

—Machine Learning Detection: We develop a state-of-the-art transformer-based ML de-
tection mechanism, achieving over 97.5% accuracy in detecting attacks on a deployed Dis-
tributed Unit (DU).

—Open Source and Dataset Contributions: We open source our framework, including our
Digital Twin design, the attacks, ML models, automation scripts, and a .pcap traffic trace
dataset to support further research and advancement in O-RAN security [5].
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Table 1. Glossary of Commonly Used Acronyms

Acronym Definition
PTP Precision Time Protocol
FH Fronthaul
DU Distributed Unit
RU Radio Unit
ML Machine Learning

O-RAN Open Radio Access Network
S-plane Synchronization Plane

UE User Equipment (e.g., mobile phone)
gNB Next Generation Node B (5G base station)

BMCA Best Master Clock Algorithm
LLS-C Lower Layer Split Control Plane

Responsible Disclosure.We have disclosed the identified attacks to the O-RAN ALLIANCE
Working Group 11 (O-RAN-CVD-002, O-RAN-CVD-003). Our commitment extends beyond this;
we are dedicated to collaborating with regulatory organizations and product vendors to enhance
security. Through this proactive approach, we aim to ensure the robustness and resilience of the
FH against future threats.

The rest of the article is organized as follows. In Section 2, we provide background on the S-plane
and PTP, while Section 3 surveys prior work. Next, we describe the threat model in Section 4 and
our test beds in Section 5. We show the impact of the attacks in Section 6. Then, we demonstrate the
need for ML based PTP monitoring tool in Section 7, describe our model in Section 8 and show state
of the art results in Section 9. Finally, we provide additional insights and directions for research in
Section 10, and draw our conclusions in Section 11.

2 Background
Traditional Radio Access Network (RAN) architectures are monolithic, leading to vendor lock-in
and limited flexibility. The Open RAN paradigm addresses these issues with disaggregated, software-
based components and open interfaces [45], based on the 3GPP 7.2 split between Radio Unit (RU)
and DU. Current O-RAN/ETSI standards [19, 41] do not mandate encryption on the FH interface
due to bandwidth and latency concerns [21], though some studies suggest usingMedia Access
Control Security (MACsec) for added security [12, 15, 16]. We start by defining key acronyms in
Table 1, followed by background on the S-plane, PTP, and security.

2.1 Fronthaul S-plane
The FH S-plane standards define four clock models and synchronization topologies based on the
Lower Layer Split Control Plane (LLS-C): LLS-C1, LLS-C2, LLS-C3, and LLS-C4 [41], as illustrated
in Figure 2. Each of these profiles reflects a different method for distributing synchronization
between the DU and RU, with varying complexity and exposure to attack.
In LLS-C1, the DU, and RU are directly connected, typically via a point-to-point Ethernet link.

This straightforward setup uses standard PTP signaling between the two endpoints, often with the
DU serving as the master and the RU as the slave. With no intermediate devices involved, there
are fewer components to misconfigure or compromise, resulting in a relatively low risk of timing
manipulation.
LLS-C4 similarly avoids reliance on the transport network by providing each device–both the

DU and one or more RUs–with a local GNSS receiver. These receivers discipline the internal clocks
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Fig. 2. The fronthaul connects the Distributed Unit (DU) to the Radio Unit (RU). There are four synchro-
nization plane topologies based on the location of the clock source and switched network. Any topology where
the timing information of a single clock has to be synchronized via a packet switch network (e.g. LLS-C2 and
LLS-C3) is especially vulnerable to PTP attacks because the switched network is used to transport the timing
messages.

using GNSS signals and holdover algorithms, reducing the need for any in-band synchronization
messages. This setup removes network-based attack vectors but introduces potential vulnerabilities
to GNSS jamming and spoofing, which must be mitigated with resilient oscillator design and
fallback mechanisms.

In contrast, LLS-C2 and LLS-C3 rely heavily on the transport network to carry synchronization
information, making them far more vulnerable to attack. LLS-C2 places one or more Ethernet
switches between the DU and RU, forming a chain in which each switch must function as a
Boundary Clock (BC) or Transparent Clock (TC). These intermediate devices forward or
adjust PTP messages in real time, and their correct behavior is critical for accurate timing. Any
misconfiguration, software bug, or compromise of these switches can introduce subtle timing errors
or deliberate tampering–both of which may be difficult to detect. LLS-C3 is even more exposed:
the DU and RU both receive timing from a central Grandmaster, such as a Primary Reference
Time Clocks (PRTC), via a shared switched network. Because neither endpoint provides timing
to the other, the entire synchronization path runs through multiple switches and routers, each
of which becomes a potential point of failure or compromise. Moreover, both C2 and C3 require
careful configuration of PTP parameters, including delay mechanisms, priority levels, and clock
class settings, and they depend on hardware timestamping and accurate Best Master Clock (BMC)
selection algorithms to maintain time alignment. This increased complexity not only makes these
profiles harder to secure and debug but also expands the attack surface significantly. In practice, any
adversary capable of accessing the synchronization path—whether through compromised network
hardware or malicious software—can degrade or hijack timing across the system, impacting radio
coordination, scheduling, and service integrity [22, 40].

2.2 PTP Overview
The PTP standard (IEEE 1588 [2]) ensures precise network clock synchronization in the nanosec-
ond range. It achieves this through hardware time stamping, which minimizes delays from the
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Fig. 3. The black (solid/dotted) lines represent normal traffic, while the red (dashed) on the left side illustrates
the flow of messages during a spoofing attack, where an attacker manipulates the BMCA to become the
master. The red (dashed) on the right side illustrates the flow of messages during a replay attack, showing
the re-transmission of sync and FollowUp messages.

networking stack [47]. The process involves electing a master clock that synchronizes all slave
clocks in the network through a series of exchanges and messages.

Best Master Clock Algorithm (BMCA).The initial step in PTP involves leader election through
the BMCA. During this process, each clock periodically broadcasts Announcemessages that contain up
to nine attributes, which help determine the best clock for master selection. Key attributes include:

— Priority1: A configurable priority setting used as the first comparison feature in the selection
process.

— ClockClass: Indicates the clock’s traceability and suitability as a time source.
— ClockAccuracy: Reflects the clock’s precision.
— ClockIdentity: A unique identifier for the clock, used to resolve ties.

Each clock evaluates the Announce messages based on the available attributes, selecting the clock
with the highest quality as themaster.This process is dynamic, allowing for continuous re-evaluation
and re-selection if higher-quality clocks are introduced or current attributes change.

Time Synchronization Process. After being elected, the master clock begins the synchroniza-
tion process with the slave clocks. Frequency, Phase and Delay are critical aspects that influence
synchronization.

Frequency refers to the rate at which a clock oscillates. To adjust the frequency, the master clock
sends a Sync message and takes a timestamp (𝑇1). There are two types of clocks: OneStep clocks,
which insert the timestamp (𝑇1) directly into the Sync message, and TwoStep clocks, which send a
FollowUp message containing the timestamp (𝑇1). In the TwoStep case, the initial Sync message has
an estimated timestamp or a value of 0. When the slave node receives the Sync message, it takes a
timestamp (𝑇2). No timestamp is taken when the FollowUp message is received.

This process is repeated periodically and new timestamps (𝑇 ′1 and 𝑇 ′2 ) are taken again as shown in
Figure 3. After receiving two Syncmessages, the Slave can calculate the frequency difference relative
to the Master clock, which is called Drift = (𝑇 ′2−𝑇2)−(𝑇 ′1−𝑇1)

𝑇 ′1−𝑇1
. By calculating this drift, the Slave can

adjust its own frequency to align with the Master clock, ensuring precise synchronization. To meet
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all FH timing requirements, additional Physical Layer Frequency Support (PLFS) support, such
as SyncE, is required. See Appendix (Section A.2) for more background on PLFS.
Delay refers to the time it takes for a message or signal to travel from one clock to another

through the network. In general, delay can be computed via two mechanisms: (i) the E2E mechanism
which measures the delay from the master to the slave; and (ii) the P2P mechanism which measures
the delay between any two nodes irrespective of their role. E2E does not require intermediate nodes
to be PTP aware, while P2P requires all intermediate switches to be PTP aware. In our experiments,
we use the E2E mechanism, which is the default configuration. In this case, the master sends a Sync

(and optional FollowUp) message and takes the timestamp (𝑇1). The slave receives the Sync message,
takes the timestamp (𝑇2), sends a DelayReq and takes the timestamp (𝑇3). The master receives the
DelayReq message and takes the timestamp (𝑇4) and stores it. Lastly, the master sends a DelayResp

message with the timestamp (𝑇4). After receiving the DelayResp message from the master, the slave
can measure the delay between the two nodes: Delay = (𝑇4−𝑇1)−(𝑇3−𝑇2)

2 . This process, also shown in
Figure 3, is repeated at defined intervals.
Phase refers to the relative alignment of the waveform or signal between two clocks. In PTP,

phase synchronization ensures that the phase difference between the master clock and the slave
clock is minimized, allowing them to maintain consistent timing. After calculating the delay, the
slave can also measure the phase, also called Offset = (𝑇2 − 𝑇1) − Delay.

2.3 PTP Security
The original PTP standard, first published over twenty years ago, did not include any security
mechanisms [49]. Subsequent revisions added a security annex, updated in 2019, detailing a flexible,
multipronged security approach [2].

— Prong A focuses on authentication through an optional Type, Length, Value (TLV) field,
with key management occurring outside of PTP. Adding cryptographic functions increases
computational cost and processing latency, requiring synchronization adjustments, particu-
larly in resource-constrained environments like FPGA-based RUs.

— Prong B addresses external security mechanisms, including MACsec (Layer 2) and IPsec
(Layer 3). However, O-RAN Alliance specifications [41] and ITU-T G.8275.1 [4] generally
do not permit IP transport. Using MACsec poses challenges; software implementations
create virtual interfaces that disrupt hardware timestamping, reducing accuracy significantly.
Although hardware-based MACsec solutions have been proposed [17, 18], they increase costs,
delay, and complexity, reducing the virtualization central to Open RAN.

— Prong C focuses on redundancy (e.g., multiple grandmasters and alternate paths) to
mitigate attacks and enhance system resilience. While beneficial, these methods add cost
and complexity, conflicting with the push for increased virtualization and decreased costs
in Open RAN [45].

— Prong D emphasizes monitoring and management. Monitoring PTP performance can help
detect potential security attacks [2]. The annex suggests parameters to monitor, but does
not specify actions to take upon detecting threats. Given the costs associated with the other
prongs, it is logical to implement these security measures only when an attack is detected.

3 Related Work
There is a growing awareness of the need to secure PTP. Several attacks are demonstrated in a
data center context by DeCusatis et al. [14]. Itkin and Wool developed a detailed analysis of threats
against PTP and proposed using an efficient elliptic-curve public-key signature for Prong A [26].
Shereen et al. [48] experimentally evaluated implementing Prong A, finding that software-based
authentication adds at least an additional 70𝜇s of delay. Similarly, Rezabek et al. [47] evaluated
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Table 2. Overview of Prior Work on PTP Security Highlighting the Application Domain Studied, the
Attacks (see Section 4.1) and Mitigations Implemented, and the Framework used for Validation

Paper Domain Attacks
Implemented

Mitigation
Implemented Type of Validation

[14] Data center Spoofing, Comp.
Master Clock None Experimental testbed

[26] None Spoofing, Comp.
Master Clock

Prong A,
Modifications to

PTP
Experimental testbed

[48] None None Prong A Experimental testbed
[47] None None Prong A Experimental testbed

[32–34] Smart Grid Spoofing, Replay Modifications to
PTP Formal model verification

[49] IoT Spoofing
Prong C,

Modifications to
PTP

IoT testbed

[20] None Spoofing
Prong C,

Modifications to
PTP

Experimental testbed

[30] O-RAN None None None
[15–18] O-RAN None Prong B Experimental testbed
TIMESAFE O-RAN Spoofing, Replay Prong D Production-ready network

Our work is the first to demonstrate the impact of attacks on an O-RAN production-ready environment as well as the
first to implement a Prong D (monitoring and management) solution.

software-based authentication and concluded that there is visible degradation of clock synchroniza-
tion for each hop in the network with standard deviations between 118 and 571ns.

There are several works that investigate security threats and propose related defense mechanisms
for PTP in smart grids. Moussa et al. [32] proposed adding a new type of PTP clock and modifying
the PTP slave functionality. Then in subsequent work, Moussa et al. proposed adding further
message types to aid in detection and mitigation [33], and adding feedback from both slaves and
master clocks to a reference entity [34].

A method targeting Prong C, where clock and network path redundancy are added, is proposed
by Shi et al. [49]. Likewise, the approach by Finkenzeller et al. [20] uses redundant, or cyclic paths,
to detect and mitigate time delay attacks.
Maamary et al. give an overview of several threats to the FH S-plane and discuss possible

countermeasures [30], though they do not implement either attacks or countermeasures. FH
security considerations are further described and MACsec is proposed as a solution by Dik et al.
[15–18]. While these works are the most similar to ours, they primarily address Prong B and could
be implemented in parallel to our work.
In contrast to the above works, our paper is the first to demonstrate successful attacks against

PTP used for the S-plane causing the gNB to fail and demonstrating how O-RAN-connected devices
can be leveraged as attack vectors. We also are the first to propose a ML-based method to monitor
PTP in accordance with Prong D, successfully discriminating between benign and malicious traffic
with over 97.5% accuracy.

4 Threat model
Theattack scenariowe consider for both the production-ready network and digital twin environment
is shown in Figure 1. In this setup, a switched network connects a software-based DU, with robust
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computational and storage capabilities (e.g., an edge server running an open-source network stack),
to a more limited RU, such as an FPGA-based device. The complexity of the Open RAN architecture,
with its many interconnected components, heightens security risks[36, 37]. Although the fronthaul
network is protected by IEEE 802.1X, adversaries may bypass this security in a variety of ways.

— Increased Remote Access. With its open and multi-vendor architecture, O-RAN relies on
a diverse range of suppliers, developers, and service providers, each with varying levels of
access and control over networked components. As a result, the number of personnel who
can potentially access sensitive infrastructure grows, increasing the risk of misconfigured or
compromised authentication processes [37]. IBM’s X-Force Threat Intelligence 2023 report
identified misuse of valid credentials (36%) and plaintext credentials on endpoints (33%) as
common initial access vectors in cloud environments [25]. Such vulnerabilities are particularly
concerning in O-RAN, where distributed network functions and the involvement of multiple
parties create more opportunities for configuration errors and unauthorized access to the
DUs [8, 24].

— Increased Physical Access. The distributed nature of gNB edge servers, often located
in accessible public spaces such as sidewalks, rooftops, or building basements, makes on-
site physical access an increasingly viable entry point for attacks on the FH [55]. Physical
proximity to fronthaul infrastructure lowers the barrier for potential attackers compared to
centralized cloud data centers. Once on-site, an adversary can bypass 802.1X by inserting
a rogue device (e.g., a mini PC) into the network to intercept, modify, or replay traffic over
already authenticated connections.

—Dependency and Supply Chain Vulnerabilities. Software-based network functions in 5G,
including those in Open RAN, are susceptible to supply chain attacks, particularly with the use
of unvetted and globally sourced components [37]. A recent government report highlighted
that supply chain risks from untrusted hardware and software vendors are significant threats,
as adversarial actors could embed backdoors in either the DU or RU to manipulate fronthaul
traffic without being detected by 802.1X [55]. Recent studies of several O-RAN software stacks
(including those provided by the open-source projects in the O-RAN Software Community)
have uncovered numerous high-risk dependencies, misconfigurations, and weak security
practices, such as inadequate access control, lack of encryption, and poor secret management
across multiple components [10, 23, 27, 50, 51].

The combination of increased remote access to DUs and physical access to the FH, along with
dependency and supply chain vulnerabilities, makes gaining access to a device connected to the FH
network not just plausible but increasingly likely [37]. Once an attacker gains access to a device on
the switched network, they can observe, replay, or inject PTP broadcast packets sent through the
switch.

4.1 Attack Methods
Here we highlight a few of the possible attacks that can compromise PTP synchronization.

—Denial-of-Service (DoS) Attack. A DoS attack floods the network with a high density of
PTP messages or other types of traffic, overwhelming PTP nodes and preventing them from
correctly processing timing messages.

— Spoofing Attacks. In a spoofing attack, an adversary sends malicious PTP messages to
deceive slave clocks into accepting fake timing information. This method involves imperson-
ating the master clock by sending fake Announce packets or sending false Sync, FollowUp,
DelayReq, or DelayResp messages to disrupt legitimate synchronization among nodes in the
network.
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—Compromised Master Clock. A compromised master clock poses a severe threat to the
PTP service, granting attackers control over the network’s synchronization source. Attackers
can take control of the master clock by exploiting supply-chain vulnerabilities or gaining
unauthorized access, enabling manipulation of timing messages and disruption of network
operations.

—Replay Attack. A replay attack in PTP involves capturing and retransmitting timing mes-
sages, causing devices to synchronize with outdated or modified timestamps.This scenario can
disrupt the accuracy of time synchronization and compromise the integrity of time-sensitive
operations.

Within the TIMESAFE framework, we focus on two specific attacks targeting PTP synchroniza-
tion: Spoofing Attack and Replay Attack. These attacks are chosen for their direct impact on PTP
synchronization mechanisms. The spoofing attack manipulates the BMCA to influence master clock
election, affecting network-wide synchronization. The replay attack disrupts time synchronization
by altering drift, offset, and delay calculations on slave clocks. Details of these attacks are illus-
trated in Figure 3 and discussed in the following sections. Other attack types, such as DoS and
compromised master clock attacks, involve vulnerabilities beyond PTP itself.

4.1.1 Spoofing Attack. The TIMESAFE framework spoofing attack targets PTP nodes by sending
counterfeit Announce messages to manipulate the BMCA leader election and assume the role of the
master clock. Initially, the attacker monitors benign traffic to gather critical information about
the protocol configuration and node attributes. With this data, the attacker crafts Announce packets
designed to have superior attributes crucial for master clock selection. The BMCA relies on up
to nine features to determine the master clock, starting with Priority1 (Section 2.2). The attacker
manipulates this value by setting it to 1. Similarly, the attacker sets the values for ClockClass to 1.
The ClockIdentity field is created by inserting priority values between the manufacturer ID and
device ID portions of the MAC address. The attacker inserts ffff ensuring it has higher priority
values than the legitimate Master. Other values are copied from the legitimate master.

These crafted messages are sent periodically to maintain the attacker’s role as master. Apart from
Announce messages, no synchronization packets are sent, and DelayReq messages from slaves remain
unanswered. By disrupting the synchronization process, all clocks operate independently, leading
to a gradual drift. Consequently, the attacker introduces synchronization errors among all nodes in
the network, causing a complete outage for the gNB, as we will show in Section 6.1 and illustrated
in Figure 1.

4.1.2 Replay Attack. The Replay Attack involves sniffing time synchronization messages (Sync
and FollowUp) from the Master clock, storing, and retransmitting them after a delay. When the
Slave clock receives the retransmitted messages, it uses the outdated timestamp 𝑇1 and a new
timestamp 𝑇𝑥 to compute drift, delay, and offset (see Figure 3). The formulas in Section 2.2 become:
Drift = (𝑇 ′2−𝑇𝑥)−(𝑇 ′1−𝑇1)

𝑇 ′1−𝑇1
,Delay = (𝑇4−𝑇1)−(𝑇3−𝑇𝑥)

2 , andOffset = (𝑇𝑥−𝑇1)−Delay. The actual difference
between when 𝑇1 is generated and received in the malicious PTP message significantly exceeds the
calculated difference, causing offset to increase by orders of magnitude and severely disrupting
network synchronization, as we will detail in Section 6.2.

5 Experimental Test Beds
For TIMESAFE, we use two experimental test beds to assess network timing interruption attacks,
analyze PTP security measures in Open RAN networks, and evaluate malicious PTP detection
systems on the DU. The first test bed is a production-ready 5G network, while the second is a
dedicated Open RAN digital twin environment for rapid testing, prototyping, and developing
attacks and solutions.
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5.1 Production-ready Network
Our first experimental analysis is performed on a private 5G network, deployed at Northeastern
University [52] comprising 8 NVIDIA Aerial RAN CoLab (ARC) nodes, with dedicated Core
Network (CN) and FH infrastructure. We utilize this production-ready platform to capture traffic
and evaluate attacks on an O-RAN and 5G-compliant system based on a 3GPP 7.2 split, with a
combination of open-source components for the higher layers of the stack, as well as commercial
devices for the fronthaul infrastructure and the radios [41].
NVIDIA ARC combines the open-source project OpenAirInterface (OAI) [43] for the higher

layers of the protocol stack with NVIDIA Aerial, a physical layer implementation accelerated on
Graphics Processing Unit (GPU) (NVIDIA A100) and with a 7.2 implementation that combines
NVIDIA Mellanox smart Network Interface Cards (NICs). In an ARC server, the GPU is coupled
with the programmable NIC (a Mellanox ConnectX-6 Dx) via Remote Direct Memory Access
(RDMA), bypassing the CPU for direct packet transfer from the NIC to the GPU. This architecture
enables high-speed DU-side termination of the Open FH interface.
The FH infrastructure uses a Dell S5248F-ON switch and a Qulsar QG-2 as the grandmaster

clock, distributing PTP and SyncE synchronization to the DU and RU with an O-RAN LLS-C3
configuration. For PTP synchronization, we use ptp4l, an IEEE 1,588 compliant implementation for
Linux that offers extensive configuration options and enables monitoring and logging of synchro-
nization. The RU is a Foxconn 4T4R unit operating in the 3.7 − 3.8 GHz band, with Commercial
Off-the-Shelf (COTS) 5G smartphones from OnePlus (AC Nord 2003) as User Equipments
(UEs) [7].

While the DU codebase is open and potentially extensible to secure the S-Plane, the RU incorpo-
rates a closed-source FPGA-based termination for the FH interface, precluding additional security
mechanisms in the FH environment from being directly enabled. Thus, we also adopt a trace-based
approach similar to [21], configuring a port of the FH switch to mirror the FH traffic to a server
running packet capture. Specifically, we capture all traffic traversing the FH for over 20 minutes
under several different traffic loads.

5.2 Digital Twin Environment
To leverage these traces we built a digital twin environment using two desktop computers with
Intel i9-13900K CPUs and NVIDIA Mellanox ConnectX-4 Lx NICs to represent the DU and RU,
while a third desktop computer with an Intel Core i7-10700 CPU serves as the attacker. All machines
are connected over a private, 10 Gbps capable switched network. Digital twins provide a highly
accurate representation of the network and its devices, making them invaluable for designing and
testing ML-based algorithms to detect malicious traffic and ongoing attacks [31]. Once trained,
ML-based control solutions need to be validated and tested in controlled environments to avoid
disruptions in production networks [44]. Our setup allows for rapid testing, prototyping, and the
development of both attacks and solutions, ensuring robust security measures before deployment in
real-world scenarios, meeting the need to test and evaluate any proposed S-plane security measures
as discussed in [30]. We use .pcap files captured on the production-ready Open FH to accurately
emulate the original FH and observe the impact the C and U plane traffic has on the PTP protocol
operating in the S-Plane [21].
On top of the background traffic, we start PTP traffic between the DU and RU with ptp4l. This

mirrors the setup in our production-ready network, which also uses ptp4l for PTP synchronization.
We use the LLS-C2 profile in our digital twin environment, where the DU is the Master Clock and
the RU is our Slave Clock. The attacker does not actively participate in the PTP protocol. Instead, it
is capable of observing, replaying, or inserting PTP traffic. We discussed the details of our attacks
in Section 4.1.
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Fig. 4. Downlink throughput to a UE during a spoofing attack with the switch port set to PTP master.
Approximately 60 seconds into the experiment, the spoofing attack is initiated. Around second 440 there is a
50% drop in throughput, progressing to a 75% drop by second 510, and ultimately causing the base station to
crash at around second 580.

6 Impact of the Attacks
Implementing security measures incurs performance costs [21, 22], so balancing attack risks with
the cost of securing the system is crucial. We use the TIMESAFE framework to evaluate the impact
of attacks on the S-plane within our test environments, following the O-RAN interfaces S-plane
specification [39]. Our assessment focuses on the gNB’s availability. According to NIST’s National
Vulnerability Database (NVD) [6], impact levels are categorized as none, low, or high. Low
impact attacks cause performance degradation or intermittent availability without fully denying
service, affecting functionalities like Carrier Aggregation and handovers[35]. High impact attacks,
however, result in complete outages, denying service to all User Equipments (UEs).

6.1 Production-ready Network Impact
We test our attacks in the production-ready private 5G network to assess each attack’s impact
following the recently published guidelines in the O-RAN ALLIANCE testing specifications [39].
Based on our threat model in Section 4, we assume that one of the eight DUs is the compromised
machine.
In our initial tests, we found that switch configurations can provide protection against attacks.

Malicious packets are not always received by other nodes, as verified through Wireshark captures
on both the malicious machine and other nodes. This protection is tied to the switch port’s PTP role
settings. On the Dell S5248F-ON switch, ports set to master only send PTP packets, slave mode only
receives, and dynamic mode allows both. Additionally, switch configurations can block duplicate
MAC addresses. While a properly configured switch prevented our replay attack, assuming correct
configurations is risky, especially when DU and RU vendors lack control over network settings,
and the complexity and diversity of equipment and configurations in the FH path exacerbate this
risk [24, 25, 46].

In our first successful attack, we configure the port of our malicious machine with a PTP master
role. We start our private 5G network, connect the UE, and begin sending around 300 Mbps
downlink iPerf traffic. After approximately 60 seconds, we launch the spoofing attack, as shown in
Figure 4. Monitoring the PTP service logs at the DU reveals that the attack causes the DU to lose
synchronization with the grandmaster clock, leading to a drift in network synchronization as the
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Fig. 5. Downlink throughput to a UE during a spoofing attack with switch ports set to PTP dynamic role.
Throughput remains stable at around 350 Mbps initially. About 40 seconds in, the spoofing attack begins,
causing the 5G cell to drop and the UE to lose connectivity.

DU uses its internal clock. This drift degrades UE performance, eventually causing disconnection
from the network. About 380 seconds after the beginning of the attack, there is a sudden 50% drop
in throughput. From this point, the throughput continues to drop roughly linearly as the clock drift
increases. Finally, the DU loses synchronization with the RU, the throughput drops to 0, and the
UE disconnects. When this attack stops, the DU resynchronizes with the grandmaster clock, and
the network returns to a healthy state.
Next, we configure all ports as PTP dynamic so that malicious packets can be received by the

other nodes and repeat the experiment. This time, the malicious PTP packets reach all the machines
in the network. Approximately 2 seconds after the attack begins, the RU crashes, stopping its
operations, causing the 5G cell to drop and the UE to lose connection, as shown in Figure 5. While
the DU was able to recover on its own after the first attack, the RU required a manual reboot to
regain functionality after the second attack. This behavior might be device specific, in our case
the Foxconn RU. Regardless of any potential vendor-specific variations, these attacks proved to be
very powerful, causing significant disruption and necessitating manual intervention to restore full
network operations. These tests demonstrate the impact to the Open RAN gNB is high. Failing to
secure the S-plane against spoofing attacks results in a complete outage of the gNB.

6.2 Digital Twin Network Impact
Next we tested the impact of our attacks on PTP functionalities in the Digital Twin environment,
focusing on disruptions to synchronization and leader election rather than effects on the UE.
We employed cyclic attack/recovery patterns with durations of 30/30, 40/20, 50/10 seconds, and
continuous attacks for both of the attacks discussed in Section 4.1. The attack duration is the period
(in seconds) the attack is carried out, while during the recovery time no attack occurs allowing PTP
synchronization to recover. Each experiment involved four background traffic traces, resulting in
32 tests with durations ranging from 120 to 450 seconds, depending on the traffic. Results from the
RU confirm significant performance degradation in PTP, with varying severity of impact.

To generate labeled training data, we used logs to identify the timing of attacks and the specific
machines involved (based on MAC addresses). A script was written to label each packet in the
dataset as either benign (0) or malicious (1) based on whether it came from an attacking machine
during the attack window.
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Fig. 6. The drift caused by the spoofing attack (dark red) can exceed 40,000 ns, exceeding normal background
traffic (light green). During the 50-second spoofing attack period, the RU relies on its internal clocks. When
the 10-second recovery period begins, a large spike in calculated delay represents the synchronization drift
caused by the attack.

Comprehensive results are displayed in the Appendix (Section A.1), but here we highlight the
effectiveness of both attacks.
Spoofing Attack: Figure 6 shows the impact of the 50/10 (50 s attack, 10 s recovery) spoofing

attack. Synchronization is disrupted whenever the attacker becomes the master clock, causing
the RU to rely on its internal clocks, leading to synchronization drift. The impact of this attack
depends on the accuracy of each devices internal clock as well as the length of time of the attack.
The observable spike in delay is actually reported shortly after the attack ends, when the legitimate
master and slave begin synchronizing again. This spike shows the amount of synchronization drift
that occurred during the attack.While there is some natural variation in delay due to the background
traffic, shown in light green in Figure 6, the announce attack (dark red) shows synchronization
drift can exceed 40,000 ns.
Replay Attack: This attack has a more severe impact on node synchronization, as shown in

Figure 7, where we display the results of the 30/30 s cycle. Normally, delay values range between 25
and 45 nanoseconds, but during the Replay attack, these values spike by several orders of magnitude,
peaking at over 20 million nanoseconds. Comparing Figures 6 and 7 it is evident that the replay
attack is more disruptive than the spoofing attack, causing a high synchronization drift more quickly
and requiring more time for PTP to fully recover.

7 Need for ML Based Detection
As shown in Section 6, synchronization attacks can have catastrophic consequences, including
complete outages of the gNB. However, the virtualized, multi-vendor nature of Open RAN and the
high precision required for synchronization over the S-plane create challenges for implementing
traditional security measures. While hardware-based solutions like MACsec can provide security,
they introduce additional costs and complexity to the resource-constrained RU [17, 18].
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Fig. 7. The delay values during the 30-second replay attack (dark red) spike to over 20 million nanoseconds,
compared to normal background traffic (light green). The replay attack causes a much higher synchronization
drift more quickly than the spoofing attack, and it takes longer for PTP to recover.

To address these limitations, we propose a monitoring system (Prong D) within the DU, which
has more computational resources and flexibility. Given the complexity and variety of potential
attacks on synchronization protocols, simple rule-based or threshold mechanisms are insufficient.
Instead, ML offers a more adaptive approach for several reasons.

—Rule-Based Solutions:Developing rule-based solutions requires extensive expert knowledge
to create specific rules for every potential attack. In Section 7.1, we outline the complexity
involved in designing expert rules to detect even just two types of attacks.

— FixedThresholds: Rule-based solutions often rely on fixed thresholds, which are challenging
to determine optimally. Even with well-designed thresholds, these methods are limited in
their ability to adapt to new or evolving threats. In contrast, ML models do not require setting
fixed thresholds. As we will show in Section 9.2, well designed models exhibit resilience
againste reshaped attacks.

— Flexibility: In contrast to rule-based approaches, a well-trained ML model can generalize
across various attack types. For instance, we created a new DoS attack by sending a high
rate of random or invalid PTP messages. Although this attack did not disrupt PTP timing,
it still indicated malicious activity. Our ML model, despite not being specifically trained
on this attack, correctly identified over 66% of the malicious traffic, whereas the heuristic
model failed completely. This shows that TIMESAFE’s ML-based solution is highly flexible
and capable of detecting sophisticated, unpredictable attacks.

—Accuracy. An effective monitoring solution must deliver accurate results. As we will demon-
strate in Section 9.1, our ML model significantly outperforms the rule-based approach, achiev-
ing 99% accuracy in a production environment.

Rule-based systems such as those described in [2] struggle to keep pace with the wide range
of attacks, while other heuristic methods require additional clocks or changes to the physical

ACM Trans. Priv. Sec., Vol. 29, No. 1, Article 7. Publication date: December 2025.



7:16 J. Groen et al.

0 1
Predicted Label

0
1Tr

ue
 L

ab
el 99.47% 0.53%

82.20% 17.80%

Fig. 8. Confusion matrix of the heuristic solution for detection of PTP attacks showing an extremely high FN
rate.

infrastructure [20, 32, 49]. Additionally, legitimate changes in master clocks, changes in network
topology, and sequence number resets can often resemble malicious activity, complicating detection
efforts. ML models excel at identifying patterns and anomalies within large datasets, enabling them
to distinguish between benign fluctuations and actual threats. By leveraging ML, we can develop
robust monitoring systems capable of adapting to new and evolving attack vectors, ensuring reliable
network performance and security.

7.1 Heuristic Detection Results
To highlight the challenges of rule-based systems, We developed a heuristic model to detect attacks
using a set of predefined rules.

Spoofing Attack: This attack sends numerous Announce packets to become the master and disrupt
synchronization. Our heuristic detects this by monitoring the number of adjacent Announce packets.
Typically, no more than two adjacent Announce messages are seen in normal traffic. If the heuristic
detects four or more consecutive Announce packets, it flags an attack.
Replay Attack: This sophisticated attack replays benign Sync and FollowUp packets with delays,

mimicking legitimate traffic. Detection relies on the Sequence ID and Message Type, looking for
anomalies like Sync and FollowUp messages separated by other packets, Sequence ID values lower
than previous packets, and duplicates. The heuristic uses a queue of the last S packets to identify
these issues, but this method may strain memory resources.

Testing under the same conditions we use in Section 9.2 showed that while the heuristic effectively
detects Announce attacks, it struggles with overall accuracy. The primary issue is its sensitivity to
individual packets: legitimate packets observed during an attack can reset the heuristic, causing it to
miss subsequent malicious packets. Results, as shown in Figure 8, indicate poor overall performance
due to these limitations.

8 TIMESAFE ML-Based Detection
Traditional heuristic methods are inadequate for detecting all types of malicious packets, given the
dynamic and adaptive nature of cyberattacks. Instead, a ML approach is better suited to capture the
temporal dependencies and patterns in PTP data. PTP packets, characterized by features such as
Ethernet addresses, sequence IDs, message types, and inter-arrival times, form a high-dimensional
feature space where subtle anomalies may occur. Unlike rule-based systems, ML models can learn
these complex patterns and correlations to identify potential malicious activity.

8.1 ML Model Selection
We used our digital twin environment to generate training data, as described in Section 6.2. The data
was split into equal-sized chunks (1,000 messages each) without overlaps. We randomly selected
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Table 3. All Machine Learning Models Outperform the Heuristic (Rule-
based) Approach in Both Accuracy and Recall on the Offline Dataset

Model Accuracy (%) Recall (%)
Heuristic 50.95 17.80
Linear Regression 75.70 17.90
KNN 79.91 51.49
Gradient Boosting Classifier 86.59 58.75
Random Forest 84.99 72.00
Decision Tree 84.26 72.45
LSTM 72.97 75.00
Naïve Bayes 65.72 83.26
CNN 97.90 97.05
Transformer 97.99 98.33

The CNN and Transformer models achieve significantly higher performance than
other methods.

80% of the chunks for training, 10% for validation, and 10% for testing. Upon acceptance, we will
open-source our complete data set and training pipeline.
We initially evaluated a wide range of ML models, as shown in Table 3, using the same test

traces for all offline accuracy tests. All ML models tested had higher accuracy than the rule-based
approach in Section 7.1. However, accuracy alone is not sufficient; the impact of False Negatives
(FNs) (or missing an attack) is catastrophic, as shown in Section 6.1, while the impact of False
Positives (FPs) is much lower. Therefore, we also examine each model’s recall.

We do recognize that in operational environments, even a modest false positive rate can generate
frequent alerts and contribute to operator fatigue, especially when attacks are rare. Heuristic meth-
ods may have an advantage of allowing direct adjustment of detection thresholds to accommodate
different tolerance for false positives. Although our ML-based approach does not expose simple
rule thresholds, the effective sensitivity of the model can be tuned through several mechanisms,
such as adjusting the decision threshold on the output probabilities, retraining with modified class
weights, or employing cost-sensitive loss functions. These mechanisms allow operators to adapt the
false positive/false negative tradeoff to specific deployment needs while maintaining the model’s
ability to learn complex, non-linear behaviors that heuristic rules cannot capture.

Given the clear performance advantage of the CNN and Transformer models, we selected both for
further evaluation. The complete confusion matrices for the initial offline results for these models
are shown in Figure 9. Additional details about all models are provided in Appendix A.3.

Our task of classifying packet sequences as malicious or benign parallels sentiment analysis and
image classification, where context or spatial features are key. Just as sentiment analysis depends
on word context and image classification on visual patterns, our models must capture subtle packet
sequence patterns. CNNs excel at extracting spatial features, making them effective at identifying
key packet patterns, while transformers are superior in handling sequential data and capturing
contextual dependencies. This capability to understand complex patterns intuitively explains why
CNN and transformer models outperform others in detecting malicious PTP activities.

8.2 ML Model Description
Here we briefly describe the design of the two best performing models, the CNN and transformer. A
complete description of each model (see Section A.3) along with code used will be made open source
upon acceptance of this article. All the models use the same six input features, 𝐹: Ethernet source
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Fig. 9. Confusion matrices from initial offline testing for the CNN and transformer.

Fig. 10. The final TIMESAFE transformer model uses two transformer layers, a fully connected (FC) linear
layer with ReLU activation function, a dropout layer, and a second linear layer with a sigmoid activation
function. The output is a single binary classification for the entire sequence.

and destination addresses; packet size; PTP sequence ID; PTP message type; and inter-arrival time.
The MAC address helps identify flows and packet direction. The PTP message type and sequence
ID are crucial for understanding the nature and order of PTP messages, aiding in the detection of
deviations from expected behavior. Packet length can indicate malformed or malicious packets with
extra payload. Inter-arrival time, specified by the O-RAN ALLIANCE for both announce and sync
messages, is another key indicator of potential attacks, though minor variations between packets
are expected.

Our CNN model uses a 2D convolutional architecture to process input sequences of fixed length
𝑆 (𝑆 = 32 for all results presented) and six features (𝐹 = 6), represented as a one-channel image
with dimensions corresponding to the sequence length and feature count. The model has two
convolutional layers: the first uses 16 filters with a 3 × 3 kernel, followed by ReLU activation and
2 × 2 max pooling, reducing spatial dimensions. The second layer applies 32 filters with a 3 × 3
kernel, followed by ReLU and max pooling. The output is flattened and passed through two FC
layers with ReLU and sigmoid activations to produce a binary classification.

Our transformer-based model (see Figure 10) uses only the encoder portion of a full transformer
architecture. It processes input sequences with fixed lengths, varied during training and evaluation
to include lengths of 𝑆 = {16, 32, 40} packets. These lengths balance the trade-off between incorpo-
rating more historical data (and requiring more memory) and improving accuracy and recall. We
also treated the number of attention heads {2, 3} as a hyper-parameter with two configurations.
The transformer encoder outputs a feature matrix of dimension 𝐹 × 𝑆, which is then fed into a FC
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Fig. 11. Overview of the TIMESAFE pipeline deployed for detection in both a production-ready private 5G
network and its digital twin environment. The pipeline consists of three modular stages: Packet acquisition
and filtering, pre-processing, and decision-making.

linear layer with a ReLU activation function, followed by a dropout layer with a probability of 0.2
and a final linear layer with a sigmoid activation function. The model produces a single binary
classification for the sequence.
Each sequence of length 𝑆 (used for both CNN and Transformer models) was classified as

malicious if any packet in the sequence was labeled as malicious, allowing the models to learn
patterns of attack behavior over time. For both the CNN and transformer models, we employed a
customWeighted Binary Cross-Entropy Loss function to address class imbalance and unequal error
costs. However, since the initial setting of one for both weights yielded satisfactory results, we
did not adjust these weights further. In practice, these weights, which correspond to the decision
threshold, could be modified to adjust the sensitivity of detection. For example, deployments
with more stable network baselines may prefer higher precision to reduce false alarms, whereas
high-security environments might prioritize recall to minimize missed attacks. Exploring adaptive
threshold tuning or online re-weighting in future work could further improve deployability across
diverse scenarios. We used the Adam optimizer with an initial learning rate of 0.001 and configured
a StepLR scheduler to reduce the learning rate by a factor of 0.1 every 10 epochs. Early stopping
was enabled, with monitoring for validation loss improvement and a patience parameter set to 20
epochs.

Training time depends on both the size of the dataset and the hardware used. However, training
is performed offline, making it a one-time cost that does not impact real-time performance. On
modern hardware—such as a single NVIDIA A100 GPU on a DGXmachine—training never exceeded
30 minutes. This cost is negligible in practice, especially when amortized across many long-term
deployments. In the broader context, it is a negligible cost to pay for adding robust security to
production environments.

8.3 Deploying TIMESAFE

We deploy TIMESAFE as a passive detection pipeline to monitor PTP synchronization traffic in the
fronthaul segment of the O-RAN architecture. It can run directly on the DU, observing the Ethernet
interface connected to the fronthaul switch, or on a separate device connected to a mirror port in
the switched network—particularly valuable in LLS-C2 and LLS-C3 profiles where synchronization
messages traverse multiple hops and are most vulnerable to attack.
The pipeline consists of three modular stages: packet acquisition and filtering, pre-processing,

and decision-making, as shown in Figure 11. The first stage captures Ethernet frames and filters
for PTP packets, extracting six features: source and destination MAC addresses, frame length, PTP
sequence ID, message type, and inter-arrival time. These are passed via thread-safe queues to the
pre-processing stage, which maps MAC addresses to integers to abstract away device-specific
identifiers and enable generalizable traffic pattern learning.
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Fig. 12. Confusionmatrices for production environment attack detection. The transformer greatly outperforms
the CNN, showing it is able to adapt to new environments.

The decision-making stage maintains a sliding window of size 𝑆 and evaluates each sequence
using either a machine learning model or a rule-based algorithm. After every two new PTP packets,
the window advances, and a new classification decision is made. The model’s detection process is
designed to operate in real time, with low-latency inference on both the CNN and Transformer
models—even on moderate hardware. While the Transformer architecture is computationally
heavier due to its attention mechanism, both models sustain real-time decision-making without
introducing bottlenecks in both of our testbeds.This approach enables prompt detection of anomalies
while keeping latency low. The modular design also allows each stage to be updated independently,
supporting flexible deployment and future model improvements.

9 TIMESAFE Detection Results
This section demonstrates that TIMESAFE accurately detects attacks in a production-ready 5G
network and shows its resilience to reshaping attacks in our Digital Twin environment.

9.1 Production-ready Detection Accuracy
We evaluated the TIMESAFE detection pipeline using a trace (.pcap) captured during a successful
attack in the production-ready environment, as illustrated in Figure 5. The results demonstrate that
the transformer model with two attention heads and a slice length of 32 significantly outperformed
other transformer configurations, achieving an accuracy exceeding 99%. The confusion matrix
in Figure 12(a) illustrates the model’s strong performance, highlighting its ability to accurately
distinguish between malicious and benign traffic in a real-world setting.

In contrast, Figure 12(b) shows that the performance of the CNNmodel was substantially degraded
when applied to the new environment. This suggests that the CNN struggled to generalize to unseen
data and failed to adapt to the subtle contextual variations present in the production environment.
The transformer model, however, maintained its robustness, effectively identifying the nuanced
patterns and indicators of the attack, even in a more complex and dynamic setting. This reinforces
the transformer’s ability to generalize well to new conditions, capturing intricate relationships
across sequences that may vary from one environment to another.

While the CNN exhibited slightly lower false positives in controlled digital twin experiments, its
inability to generalize to the production environment led to a significant drop in overall detection
reliability. In contrast, the transformer’s small increase in false positives is outweighed by its
robustness to environmental shifts and unseen attack patterns. In practical deployments where
detection failures are more costly than occasional false alarms, this tradeoff favors the transformer
as the more stable and effective choice.

9.2 Digital Twin Detection Accuracy
To further validate our ML model, we deployed TIMESAFE in a digital twin environment that
simulates the production-ready network. This setup provides a realistic testbed for evaluating the
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Fig. 13. Confusion matrices for evaluating resilience to reshaped attacks with randomized attack and recovery
durations. The transformer shows resilience to this strategy change, while the CNN fails to generalize.

model’s performance under a wide variety of conditions. While running full PTP with ptp4l, we
keep system time updates on the DU and attacker disabled, allowing us to log prediction outcomes
with accurate DU timestamps. The attacker logs the attack type and its timestamps, enabling us
to measure decision accuracy. Analysis reveals that we can detect attacks with just one or two
malicious PTP packets reaching the DU.

During the experiment, several tests were performed. At the start of each test, the DU, RU, and
attacker exchanged initial messages to confirm readiness. Once prepared, they initiated a 5-minute
test. Throughout the test, the DU continuously logged predictions with timestamps, while the
attacker recorded the attack types, along with their start and end times, and the duration of both
the attack and recovery phases. This cycle repeated for the entire test duration, alternating between
attack and recovery phases. Recall that during training, we used cycles of 30/30, 40/20, 50/10 seconds,
and continuous attack, as described in Section 6.2. To evaluate the models’ ability to generalize
to altered attack patterns, the attacker in this experiment randomly selected an attack duration
from the continuous range [10, 30] seconds and a recovery duration from the continuous range
[40, 60] seconds.The detection results from this experiment are shown in Figure 13.The transformer
demonstrated excellent resilience against the reshaped attack, while the CNN completely failed to
detect it. This outcome highlights the transformer’s robust ability to adapt to previously unseen
attack strategies, confirming greater suitability for real-world deployment where attack patterns
can be unpredictable.

10 Discussion
The Open RAN framework’s push towards increased virtualization and softwarization [9, 28]
necessitates security solutions that align with this trend. Prong D (Section 2.3), which involves
monitoring, is well-suited to the softwarized DU environment. However, future work should
prioritize several additional key areas.

Attacks in Other Synchronization Topologies. Our focus on LLS-C2 and LLS-C3, due to their
high vulnerability, does not encompass all risks. For instance, jamming GNSS signals could affect
LLS-C4, and supply chain attacks on primary reference clocks pose additional threats. Network
redundancy, as suggested in Prong C, enhances protection and resilience, potentially mitigating
such threats through redundant paths and clocks [20, 29, 49, 54].

Additional Attacks Against PTP. While TIMESAFE currently addresses two types of attacks,
other threats like packet removal and selective delay manipulation also merit investigation [30].
Expanding TIMESAFE to include multi-class classification for various attack types could refine
threat detection and response strategies.
Authentication. Enhancing PTP security through authentication, as outlined in Prong A, is

crucial. Implementing digital signatures can verify message integrity and authenticity, preventing
replay and spoofing attacks. However, integrating these mechanisms must balance security with the
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real-time performance needs of PTP in Open RAN. Efficient, lightweight cryptographic algorithms
are essential to avoid introducing latency that disrupts timing synchronization. Additionally, the
cost of upgrading RU equipment, particularly FPGA-based systems, to support these algorithms
must be weighed against the possible risks to enable an informed, risk-based decision on where
and how to best implement this type of solution.
Our detection-based approach is designed to complement these preventive measures. Unlike

cryptographic or hardware-based defenses, whichmay require system upgrades or protocol changes,
TIMESAFE operates on traffic patterns alone and can be deployed as a lightweight, software-only
monitor in existing networks. While authentication mechanisms aim to prevent certain attacks,
TIMESAFE helps identify when those defenses may be necessary, have failed or when other forms
of manipulation (e.g., asymmetric delay) occur. Thus, detection and defense should be viewed as
complementary components of a comprehensive security posture for PTP synchronization.

11 Conclusion
Securing PTP in the S-plane within the Open RAN framework is essential, as demonstrated by our
findings. Successful attacks can lead to severe disruptions, such as complete gNB outages requiring
manual restoration, underscoring the need for robust security in multi-vendor environments that
expand attack surfaces.
Addressing these threats involves balancing security costs against performance and financial

implications. While robust measures like encryption introduce latency and computational overhead,
TIMESAFE offers an effective solution. Our machine learning-based monitoring system achieves
over 97.5% accuracy in detecting malicious attacks, providing a cost-efficient approach with minimal
additional cost.
By using advanced machine learning techniques, TIMESAFE enables real-time detection of

threats, allowing for targeted application of higher-cost security measures only when necessary.
This adaptive strategy optimizes security and performance, highlighting the importance of tailored
solutions to safeguard PTP synchronization in Open RAN networks. The demonstrated vulnerabili-
ties in the FH call for proactive, cost-effective security measures to prevent significant network
disruptions.
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A Appendices
A.1 Additional Attack Results
In this section we present additional results demonstrating the impact of our PTP attacks in terms
of reported delay. The delay during normal conditions with FH background traffic is shown in light
green, while the delay caused by our attacks is shown in dark red.

Figures 14, 15, and 16 illustrate the impact of our spoofing attack. In Figure 16, the attack’s impact
is visible only after it ends because it stops PTP synchronization messages. The longer the attack
lasts, the greater the synchronization drift. After the attack, the large spike in delay shows the
synchronization drift that occurred.

0 20 40 60 80 100 120
Time (seconds)

0

500

1000

1500

2000

2500

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run1-12sep-aerial-udpDL.txt
Malicious
Benign

0 50 100 150 200 250 300 350 400
Time (seconds)

0

1000

2000

3000

4000

5000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run1-8sep-aerial-increasingDL-withUL.txt
Malicious
Benign

0 50 100 150 200 250 300 350
Time (seconds)

0

500

1000

1500

2000

2500

3000

3500

4000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run2-8sep-aerial-increasingDL-noUL.txt
Malicious
Benign

0 50 100 150 200 250 300
Time (seconds)

0

500

1000

1500

2000

2500

3000

3500

4000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run3-8sep-aerial-maxDLUL.txt
Malicious
Benign

Fig. 14. Impact of the 30/30 second spoofing attack.

Figures 17, 18, and 19 show the impact of our replay attack. Unlike the announce attack, PTP
traffic continues during the replay attack, allowing delay calculation throughout. However, the
reported delay is far higher than the actual network delay, severely impacting PTP synchronization
with reported delays over 8,000 times greater than the actual observed delay.

A.2 PLFS
In the context of the TIMESAFE framework, it is important to discuss PLFS. While FH standards
[19, 38] allow for any PLFS, in practice, Synchronous Ethernet (SyncE) is commonly used. SyncE
is a physical layer protocol [1] that enables high-precision clock synchronization by using the
edges in the Ethernet data signal to define the timing content of the signal. This protocol distributes
a physical layer clock across a packet network, with each system recovering and forwarding the
network timing through the distribution path. SyncE is primarily utilized to assist in frequency
synchronization, ensuring that all network elements are aligned to a common frequency reference.

Our production-ready environment employs SyncE, providing robust frequency synchronization
to support the timing requirements of PTP. However, despite the presence of SyncE, our attack
against PTP was successful, demonstrating the potential vulnerability even with physical layer
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Fig. 15. Impact of the 40/20 second spoofing attack.

0 20 40 60 80 100 120
Time (seconds)

0

2000

4000

6000

8000

10000

12000

14000

16000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run1-12sep-aerial-udpDL.txt
Malicious
Benign

0 50 100 150 200 250 300 350 400
Time (seconds)

0

5000

10000

15000

20000

25000

30000

35000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run1-8sep-aerial-increasingDL-withUL.txt
Malicious
Benign

0 50 100 150 200 250 300 350
Time (seconds)

0

2000

4000

6000

8000

10000

12000

14000

16000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run2-8sep-aerial-increasingDL-noUL.txt
Malicious
Benign

0 50 100 150 200 250 300
Time (seconds)

0

5000

10000

15000

20000

25000

30000

35000

40000

De
la

y 
(n

an
os

ec
on

ds
)

Delays for run3-8sep-aerial-maxDLUL.txt
Malicious
Benign

Fig. 16. Impact of the continous spoofing attack.
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Fig. 17. Impact of the 40/20 replay attack.
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Fig. 18. Impact of the 50/10 replay attack.
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Fig. 19. Impact of the continuous replay attack.

support. Our digital twin environment does not currently use SyncE, as our focus is on evaluating
the security and resilience of the higher layer PTP protocol. This approach allows us to isolate
and test the specific impacts of attacks on PTP synchronization without the additional complexity
introduced by physical layer frequency support.

A.3 ML Model Parameters
In this section, we give a detailed description of each model used.

Logistic Regression: The Logistic Regression model from scikit-learn is a linear model for binary
classification that estimates the probability of a binary outcome using the logistic function. The
model is configured with the following parameters: “penalty=l2” for L2 regularization, “dual=False”
to use the primal formulation for the optimization problem, “tol=1e-4” as the tolerance for stopping
criteria, “C=1.0” as the inverse of regularization strength, “fit_intercept=True” to add intercepts to
the decision function, “solver=lbfgs” for optimization, “max_iter=100” as the maximum number of
iterations for the solver to converge.

k-Nearest Neighbors (k-NN):. The k-Nearest Neighbors model is a non-parametric method for clas-
sification that identifies the most common class among the “k” nearest neighbors in the feature space.
The model is configured with the following default parameters: “n_neighbors=5” as the number of
neighbors to use for k-neighbors queries, “weights=uniform” to weight all points in each neighbor-
hood equally, “algorithm=auto” to automatically select the best algorithm (“ball_tree”, “kd_tree”, or
“brute”) based on the input data, “leaf_size=30” as the leaf size for tree-based algorithms, and “p=2”
as the power parameter for the Minkowski distance metric, equivalent to the Euclidean distance.

Decision Tree Classifier: TheDecision Tree model is a non-parametric supervised learning method
that uses a series of decision rules inferred from data features. The model is configured with
“criterion=gini” as the splitting criterion based on Gini impurity, “splitter=best” to select the
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best split, “max_depth=None” to expand nodes until all leaves are pure or contain fewer than
“min_samples_split” samples, “min_samples_split=2” as the minimum number of samples required
to split an internal node, “min_samples_leaf=1” as the minimum number of samples required at a
leaf node, “max_features=None” to consider all features for the best split, and “random_state=None”
for randomization.

Gradient Boosting Classifier: The Gradient Boosting Classifier is an ensemble learning method
that builds multiple decision trees sequentially, where each tree corrects the errors of the previous
one. The model is configured with “n_estimators=100” as the number of boosting stages (trees),
“learning_rate=0.1” as the step size for weight updates, “max_depth=3” as the maximum depth of
each decision tree, and “verbose=1” to control the verbosity of the training output. Other parameters
include “criterion=friedman_mse” for measuring the quality of a split, “min_samples_split=2” for
the minimum number of samples required to split an internal node, “min_samples_leaf=1” for the
minimum number of samples required at a leaf node, “max_features=None” to consider all features
for the best split, and “random_state=None” for randomization.

Naive Bayes Classifier: The Gaussian Naive Bayes model is a probabilistic classifier that applies
Bayes’ theorem, assuming feature independence given the class. The model is configured with
“priors=None” to use the class priors adjusted according to the data, and “var_smoothing=1e-9”
to set the portion of the largest variance of all features, that is, added to variances for calculation
stability.

Random Forest Classifier: The Random Forest Classifier is an ensemble learning method that
combines multiple decision trees, trained on different parts of the data, for improved accuracy and
reduced overfitting. The model is configured with “n_estimators=100” as the number of trees in
the forest, “criterion=gini” as the splitting criterion based on Gini impurity, “max_depth=None”
to expand nodes until all leaves are pure or contain fewer than “min_samples_split” samples,
“min_samples_split=2” as the minimum number of samples required to split an internal node,
“min_samples_leaf=1” as the minimum number of samples required at a leaf node, “max_fea-
tures=sqrt” setting the number of features to consider when looking for the best split to √6, and
“random_state=None” for randomization.

LSTM Classifier: The LSTM model is designed with a single LSTM layer, followed by a FC layer.
The LSTM layer is configured with “batch_first=True”, allowing the input and output tensors to
have the shape “(batch_size, sequence_length, input_dim)”, which facilitates mini-batch training.
The LSTM accepts a variable sequence length input ranging from 10 to 40 packets, enabling it to
produce a regular, time-based output while processing a variable number of input packets. The
hidden layer’s dimensionality is defined by the “hidden_dim” parameter, and the model outputs a
binary classification for each input packet.

The output layer is a FC layer that maps the hidden states from the LSTM layer to a single output
node for each input packet. The model uses a sigmoid activation function at the final layer to ensure
the output is a probability value, making it suitable for binary classification tasks.

During training, the slice length is randomly selected from the range [10, 40] for each epoch. A
custom Weighted Binary Cross-Entropy Loss function is employed to handle class imbalance and
unequal error costs. For the LSTM model, the loss weight for false positives (FP) is kept constant
at one, while the weight for false negatives (FN) is varied between 1 and 10, achieving maximum
recall with a value of 7. The Adam optimizer is used with an initial learning rate of 0.001, and a
StepLR scheduler reduces the learning rate by a factor of 0.1 every 10 epochs to help the model
converge more effectively. Early stopping is enabled by monitoring validation loss with a patience
parameter of 20 epochs.
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CNN Model: The Convolutional Neural Network model is designed with a 2D convolutional
architecture. The model processes input sequences of fixed length 𝑆 = 32 with features 𝐹 = 6,
formatted as a single-channel image of dimensions 𝑆 × 𝐹. The model consists of two convolutional
layers.
The first convolutional layer applies 16 filters, each with a kernel size of 3 × 3, using a stride

of one and padding of one to preserve the input’s spatial dimensions. This is followed by a ReLU
activation function and a max pooling operation with a 2 × 2 kernel, which reduces the spatial
dimensions by a factor of two. The second convolutional layer uses 32 filters, again with a 3 × 3
kernel, and follows the same ReLU activation and max pooling steps. After the second layer, the
feature map dimensions are further reduced.
The output from the convolutional layers is flattened to create a vector input for the FC layers.

The first FC layer contains 64 neurons with a ReLU activation function, and the final FC layer
outputs a single value, which is passed through a sigmoid activation function to produce a binary
classification. The model is trained to minimize a custom Weighted Binary Cross-Entropy Loss
function to handle class imbalance and uneven costs of false positives and false negatives, although
we kept both weights at the default setting of one.

The Adam optimizer is employed with an initial learning rate of 0.001, and a StepLR scheduler
reduces the learning rate by a factor of 0.1 every 10 epochs. Early stopping is enabled by monitoring
validation loss with a patience parameter of 20 epochs.

Transformer Model: The transformer-based model leverages the encoder portion of the trans-
former architecture, omitting the decoder, to process input sequences with fixed lengths of 𝑆 = 16,
32, or 40 packets during training and evaluation. These lengths are chosen to balance the trade-off
between the need to incorporate more historical data, which improves accuracy and recall, and the
associated computational cost and memory requirements.
The encoder is composed of a stack of 𝑁 = 2 layers, each layer consisting of a multi-head

self-attention mechanism with 𝑛ℎ𝑒𝑎𝑑 attention heads, followed by a feed-forward network. The
input sequence has six features, and is normalized by a layer normalization step before being
processed by the encoder layers. The encoder outputs a contextualized feature matrix of size 𝐹 × 𝑆,
where 𝐹 is the number of features and 𝑆 is the sequence length.

The encoded output is then flattened and passed through a FC linear layer with 256 neurons,
followed by a ReLU activation function to introduce non-linearity. After this, a dropout layer with a
dropout probability of 0.2 is applied to mitigate overfitting. The final output is generated by another
FC layer with a single output neuron, followed by a sigmoid activation function, to produce a
binary classification result for the entire input sequence.
We treated the number of attention heads (𝑛ℎ𝑒𝑎𝑑 = 2, 3) and the slice length (𝑆 = 16, 32, 40) as

hyper-parameters and tuned them for optimal recall. The model is trained using the Adam optimizer
with an initial learning rate of 0.001. A StepLR scheduler is used to reduce the learning rate by
a factor of 0.1 every 10 epochs, facilitating convergence by fine-tuning the learning rate during
training. Early stopping is enabled by monitoring the validation loss with a patience parameter
of 20 epochs. We use the same custom Weighted Binary Cross-Entropy Loss function with both
weights kept constant at one.
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